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THE INTERNATIONAL ANTICOUNTERFEITING COALITION

Messagdromthe President

The IACC Launches a World-Wide Public Messaging Campaign

By Bob Barchiesi

The International
AntiCounterfeiting Coalition
(IACC) has embarked on a
world-wide messaging
campaign designed to reduce
the consumers demand for
cheap “knockoff” products.
Promoting consumer
awareness and reducing
demand is one of the most
important missions of the
IACC and is key to winning the
battle against the counterfeit
trade. To consumers, the
price of a counterfeit
pocketbook might seem like a
bargain, but the societal costs
of these knockoffs are
enormous and can be
measured in terms of jobs, tax
revenue, health and safety,
and now more than ever,
national security.

The IACC has taken a variety
of approaches to get this
message out by targeting
specific areas for Public
Service Announcement
activities and partnering with
leading companies and
government agencies. These
programs have garnered
international attention.

In 2008, the IACC partnered
with New York City Mayor
Michael Bloomberg to actively
target consumers with digital
ads strategically placed in
Times Square on Kodak’s

Jumbotron screen, the CBS
Superscreen and on the
Reuter’s and NASDAQ’s Digital
Billboard. It is estimated that
the message reached millions
of consumers.

In June 2009, the IACC
supported World Anti-
Counterfeiting Day by
launching events in New York
City, Paris, Los Angeles, and
cities in Mexico.

The campaign began in New
York City, with streaming anti-
counterfeiting messages
displayed in Times Square on
the Reuters Digital Billboard
and NASDAQ. The ads
reached millions of visitors,
local residents, and
commuters, running in
English, French, Spanish,
Italian, German, and
Mandarin Chinese.

In France, all major French
airports featured anti-
counterfeiting posters, along
with 500 customs checkpoints
in France and abroad,
reaching as far as Cologne,
Brussels, and Madrid. In
Mexico, billboards featuring
anti-counterfeiting messages
went up at the Mexican
Institute of Industrial Property
and in front of the Mexican
Trademark Office. Lastly, in
Los Angeles, Sheriff Lee Baca

hosted a press conference to
highlight the specific piracy
and counterfeiting issues
there and his department’s
response.

The IACC’s anti-counterfeiting
messaging campaign alerts
consumers the world-over to
the huge negative effects that
counterfeiting has on the
economy. The IACC wants
the consumer to know that
Counterfeiting is not a
victimless crime and every
dollar spent on 'knockoffs'
feeds an underground
economy that does not pay
taxes, and supports forced
child labor, organized crime,
and the funding of terrorist
activities.
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IACC Launchdsatin America Training Program

By Sugheil Cabrera
Calvin Klein

In honoring its long-standing
commitment and mission of
combating counterfeiting and
piracy, and expanding its
efforts to domestic and
international frontiers, IACC’s
President Bob Barchiesi is
pleased to announce the
launch of the IACC Latin
America Training Program.

Always looking for new ways
of diversifying and
establishing a strong influence
in different sectors, the IACC,
under the guidance of Mario
Loaiza and Angelo Mazza have
launched the first program
dedicated to counterfeit
detection training in Latin
America. The idea of this
training is to serve as a vehicle
to spread the word and
educate the different
authorities and key people on
how to distinguish genuine
products from counterfeit.
This project hopes to facilitate
the enforcement task of
authorities to stop counterfeit
and infringing goods by means
of detention, seizure and
forfeiture. So far, the mission
is being accomplished.

Members of the IACC who
wished to participate in this
endeavor were included in a
training CD containing each
company’s training
presentations. The
presentations were translated
into Spanish and Portuguese
and distributed in training
seminars in Latin America.
This media serves as an

excellent reference point for
training authorities how to
distinguish genuine products
from counterfeit products.

The first training of this
operation was conducted in
Chile during the month of
June, and it proved to be a
total success. About 40
people and 10 companies
participated in the conference
for the IP Brigade Chile Police.
In July, there was another
conference held in Guayaquil,
Ecuador. This one included
prosecutors, customs agents,
police and other members for
a total of 70 people. Loaiza
explains that “Just an hour
after they completed their
training we received notice of
a counterfeit operation for
Levi’s and Calvin Klein”. The
police raided a house of illegal
aliens and seized over 8,000
jeans and 15,000 labels in
total.

The IACC is very enthusiastic
about the obtained results
and their plan is to have one
training seminar in Latin
America each month. As early
as September 2™ through
September 4™, there are
scheduled training seminars
to be held in South America
for the countries of Uruguay,
Argentina and Paraguay
respectively. Virginia Cervieri
from Monsuarez & Asociados
has teamed up with the IACC,
Mr. Loaiza and Mr. Mazza for
the training in Uruguay.
Likewise, Gustavo Giay from

Marval, O’Farrel & Mairal for
the training in Argentina; and
for Paraguay, Hugo T.
Berkemeyer from Berkemeyer
Attorneys and Counselors.
Next in September, on the
14™and 15™, the program will
be participating in a joint
action with ICE and the
Department of Homeland
Security (DHS) by providing
support and training for the
new officials in Panama for
Customs and Prosecution.
Colombia, Mexico and Brazil
are some of the upcoming
countries that are lined-up to
receive this valuable training.



GET REAL

|IACC COMMITTEE UPDATES

Il nvest.i

Prior to the IACC Spring Meeting in May,
2009, with the support and urging of Bob
Barchiesi, the IACC announced a newly
formed Investigator’s Committee. The
committee, which is composed of
approximately 20 investigative members of
IACC is supplemented by the talents of
Heather McDonald and John Cassillo,
representing the legal and brand holder’s
perspective.

The committee has already hit the ground
running with several teleconferences and its
first meeting of the whole in Seattle.

The committee has several projects in the
works, including:

**Regular teleconferences to discuss issues
of importance to investigators;
**Committee meetings as IACC spring and
fall meetings;

**Additional training at the IACC spring and
fall meetings;

**Establishing investigators’ guidelines /
good practices for conducting IP
investigations and enforcement actions
**Setting up a process wherein the
investigative members report the results of
seizures, arrests, convictions, etc. on a
monthly basis. This raw numerical data will

gat or &AJpdatEo mmi t t ee

meetings.
**|nvestigating the concept of an official
IACC Certification.

The Co-chairs of the IACC Investigators’
Committee are Heather Holdridge and Steve
Kirby. For additional information or to join
the committee please contact Heather,
Steve, or IACC headquarters.

Customs Committee Update

For several months, the IACC and a number
of individual members have been working
towards a solution to an issue of the utmost
importance to IP rights-holders. As many of
you have no doubt experienced firsthand,
CBP personnel have become increasingly
reluctant to provide information to rights-
holders concerning shipments detained as
suspected counterfeit goods. This reluctance
is due primarily to a determination by the
Office of Counsel at US Customs and Border
Protection that providing information about
the shipments —including digital images of
the suspect product, unique serial number
identification codes, and the like — would
constitute a violation of the Trade Secrets
Act, thereby exposing CBP personnel to
criminal prosecution under federal law. The
members of the IACC have argued that such

an interpretation is clearly in error, and that it is
likely to seriously impede Customs’ IP
enforcement function. While a number of high-
ranking CBP officials have agreed with the
latter point, they have likewise indicated that
their hands are largely tied by the Office of
Counsel’s interpretation of current law.

After a number of discussions with like-minded
groups, the IACC concluded that the only likely
means of removing this impediment to
enforcement was to seek an amendment to
existing law. As noted in the legislative update
herein, S 1631, a Customs Reauthorization bill
introduced by the Chairman and Ranking
Member of the Senate Finance Committee
(which has primary jurisdiction over CBP), is the
intended vehicle for enacting the necessary
legislative remedy. During Congress’s recent
summer recess, IACC staff had the opportunity
to meet with Finance Committee staff, who
appeared receptive to working with the private
sector to resolve this issue. It goes without
saying that these ongoing discussions are highly
sensitive, and will require significant attention
in the coming months. We will be calling on you
for your support, as needed, as the negotiations
progress. If you have any questions regarding
this matter, please feel free to contact Travis

Johnson at tjiohnson@iacc.org to discuss this

issue further.

then be totaled and presented at the IACC

Legislative Committee Update

The summer months tend to be one of the slower times of the year
for legislative action, as the US Congress recesses for the month of
August, and most state legislatures have adjourned for the year. This
lull'in activity however offers us a chance to look back at the progress
that has been made in anti-counterfeiting thus far in 2009. Over the
past eight months, we’ve seen new anti-counterfeiting legislation
passed in two states, another bill is expected to take effect before
the end of August in a third state, and the defeat of two bills in a
fourth state that would have had a severe, negative impact on rights-
holders. We remain actively engaged on two pieces of legislation in
California — one of the few remaining state legislatures which has yet
to conclude its current session, and which recently returned from its
summer recess. At the federal level, we have seen legislation in
three areas which should be of significant interest to IACC members
though progress on each has been slow due to Congressional action
on a number of unrelated areas, including climate change, healthcare
reform, and the recent confirmation of Judge Sonia Sotomayor to the
US Supreme Court. We can expect the pace to pick up significantly
when the House and Senate reconvene after Labor Day.

The state legislatures in Mississippi and Montana each enacted new
laws (HB 874, and SB 250, respectively) to strengthen criminal
enforcement in the area of trademark counterfeiting. The former, in
March of this year, created the first-ever felony offense available in
Mississippi for trafficking in counterfeit goods. In Montana, the new

law is based, in large part, on the IACC/INTA Model statute; it provides for
increased fines, sentencing enhancements for recidivists, restitution to
victims, and mandatory forfeiture and destruction of both contraband
and instrumentalities of the offense. In addition, lllinois Senate Bill 1631
was signed into law on August 25™. That bill incorporates nearly every
provision embodied in the IACC/INTA Model, and is the result of the
IACC’s continued cooperation with other like-minded groups, including
the Illinois Chamber of Commerce and the US Chamber of Commerce,
both of which provided significant support in moving the bill forward.

As is often the case in the legislative realm, defense is as important as
offense. Tennessee provided us with an excellent reminder of that fact
during this year’s legislative session. In late-March, we were notified of
two bills (HB 0054 and HB 0056) pending in the Tennessee House of
Representatives, and their companions in the state Senate (SB 0070 and
SB 0071) which would have negatively impacted rights-holders in the
state. The first of these would have prevented rights-holders from
engaging in self-help enforcement actions against vendors of counterfeit
goods; the second would have shielded flea market owners from
secondary liability for the illegal activities of counterfeiters which took
place on the flea market owners’ property. The IACC and its members
quickly mobilized opposition to those bills, both in the form of in-person
meetings with legislators in Nashville, and numerous letters to key
members of the Judiciary Committee and leadership. A number of IACC
members offered assistance in the form of their own resources on the
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The IACC has opposed Senate Bill 324, which authorizes the donation of
counterfeit goods to nonprofit organizations for distribution to
individuals living in poverty. While the intent of the bill indeed noble,
the sponsor of the legislation has failed to include a number of
important safeguards that we feel are necessary before authorizing any
such program in the state. For example, the bill provides no method for
accrediting or auditing the organizations which would be tasked with
distributing the seized product to ensure that the goods do not re-enter
the stream of commerce; nor does it provide for any inspection or
testing of the seized products to ensure that products posing a threat to
the health and safety of the community are not distributed to the
intended beneficiaries of the bill.

SB 324 was passed by both houses of the legislature prior to their
summer recess, but has been returned to the Senate for consideration
of amendments that were included by the Assembly prior to its passage
in the latter chamber. If the Senate fails to concur with the Assembly’s
amendments before the end of the legislative session (expected to be
September 11th) the bill will die. However, if the Senate concurs with
those amendments, it is likely to become law; a veto is unlikely. If
Governor Schwarzenegger were to veto the bill, the large margins by
which SB 324 passed in each house make it likely that any veto would
be overridden.

Assembly Bill 568 which would extend current California law related to
nuisance abatement for buildings used for the manufacture, storage,
selling, etc., of counterfeit goods is also still under consideration in the
legislature. This legislation essentially builds on prior nuisance
abatement efforts undertaken in Los Angeles, and the IACC is
supportive of the effort. The bill is in a similar position, procedurally, as
SB 324, having been amended in the second house where it awaits final
passage; and must then be returned to the Assembly for consideration
of the amendments that were made by the Senate. The IACC is hopeful
that the legislature will move quickly in doing so.

The final piece of legislation that IACC members should continue to
follow closely in the coming weeks involves the efforts of the Senate
and Assembly to reach a compromise to help alleviate California’s
continuing budget crisis. AB 3x 14, the “Corrections Reform Bill”,
includes a range of purported cost-cutting measures, such as the
reclassification of “wobblers”, including Sec. 350 of the CA Penal Code
(Counterfeiting) as misdemeanor offenses. These provisions are
expected to be removed from the final version of the bill, but the
situation remains tumultuous. We will continue to monitor the
developments, and encourage those of you whose companies have
lobbyists on staff in Sacramento to do so as well. In mid-August, the
IACC received correspondence from Governor Schwarzenegger’s office,
indicating that the administration had withdrawn support for those
proposed reclassification of these wobbler offenses — a result of
strenuous objections to the provisions within the public and private
sectors. The issue could also arise again in the context of the Speaker’s
stated intent to introduce stand-alone legislation that would create a
new commission to establish sentencing guidelines for Penal Code
offenses. We will continue to oppose any legislation that would
diminish the protections currently afforded to rights-holders in
California, or which would decrease the penalties available under the
state’s laws.

As noted above, legislation related to intellectual property rights has
been slow-moving in the 111" Congress, with a number of the Obama
Administration’s priority issues taking precedence during the first half of
2009. The IACC has remained actively engaged though on two
significant issues on which we expect Congressional action following the

August recess — FY10 Appropriations, and Customs Re-authorization. The
House Commerce, Justice, and Science Appropriations Subcommittee has
already concluded its initial work to establish funding levels for the
coming fiscal year, and included favorable report language for IP
interests, which would provide appropriations necessary to cover a
number of the components included in the PRO-IP Act which was passed
last October. Among those are the dedication of no less than $8,000,000
for new FBI agents to investigate intellectual property (IP) cases
(authorized under section 402 of the PRO-IP Act), an additional
$2,000,000 above the budget request for US Attorneys’ activities related
to IP (also authorized under Sec. 402), and $20,000,000 for economic,
high technology and Internet crime prevention grants to state and local
governments (authorized by Section 401). The Senate appropriators will
continue their deliberations following their return in September, and the
IACC is working with a number of other groups to encourage the
adoption of similar funding levels.

In early August, Chairman Max Baucus and Ranking Member Chuck
Grassley of the Senate Finance Committee introduced S 1631, a bill to
reauthorize customs facilitation and trade enforcement functions and
programs. While this legislation addresses a number of issues related to
intellectual property rights and enforcement, the sponsors failed to
include provisions that would address an issue of utmost importance to
the IACC’s membership at-large.

As you are likely aware, a number of IACC members have reported
Customs personnel’s refusal to provide essential information to rights-
holders regarding shipments of goods that have been detained as
suspected counterfeit products. CBP officials have cited a determination
by their counsel that providing such information would violate the Trade
Secrets Act as the reason for such refusals. In recent months, the IACC
has held a number of discussions with CBP, rights-holders, and other
organizations regarding this issue; and determined that the most
effective way to deal with the matter is to amend current federal law to
provide a specific exemption for such information sharing between CBP
and rights-holders. As the Customs Reauthorization bill moves to
consideration by the Senate Finance Committee, we will be seeking your
assistance in our advocacy efforts to ensure that the legislation is
amended to enable the unfettered sharing of information between CBP
and rights-holders that is essential to effectively identifying and
stemming the flow of counterfeit goods entering into the United States.

One final bill worth noting is HR 2196, which would extend limited
copyright protection to original fashion designs; such protection is
currently unavailable under US law as fashion designs are generally held
to be excluded from copyright as useful articles. The bill has been
introduced in similar form in each of the past two Congresses, but has
failed to gain significant traction in recent years. Following its
introduction in April, at which time it was referred to the Judiciary
Committee, no action has been taken on the bill, nor is any hearing or
markup on the bill currently scheduled.

This has been a fairly contentious piece of legislation among two of the
largest apparel-industry associations — the American Apparel & Footwear
Association has been vocal in its opposition to the bill, while the Council
of Fashion Designers of America has strongly supported the bill. The
legislation is under review by the IACC, but we have not, to date, taken
an official position on the bill; we welcome your input in that regard.

For more information on any of the bills discussed here, or if you're
interested in joining the IACC’s Legislative Committee, please contact

Travis Johnson at tjiohnson@iacc.org .
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Member Spotlights

Mario Loaiza
Mario Loaiza & Associates

Counterfeiting and piracy have found itself
yet another detractor. Mario Loaiza,
Director of Latin America Affairs for the IACC
has taken up to the task to combat this social
ill fiercely, not only in the United States, but
also throughout most of Latin America.

Loaiza possesses an extensive background as
a trained investigator for the federal
government and has also played a key role in
assisting many global and well-known
companies combat their  counterfeit
problems. Loaiza and the IACC are common
allies in fighting counterfeit around the
world. “A big part of this is the fact that
there are so many friends”. In 2009, the
IACC under the guidance of Mr. Loaiza and
Angelo Mazza launched the first training
program dedicated to counterfeit training in
Latin America. Members of the IACC who
wished to participate in this endeavor were
included in a training CD containing each
company’s training presentations. The
presentations were translated into Spanish
and Portuguese and distributed in training
seminars in Latin America. This media serves
as an excellent reference point for training
authorities how to distinguish genuine
products from counterfeit.

The first training of this operation was
conducted in Chile during the month of June,
and it proved to be a total success. About 40
people and 10 companies participated in the
conference for the IP Brigade Chile Police. In
July, there was another conference held in
Guayaquil, Ecuador. This one included
prosecutors, customs, police and other
members for a total of 70 people. “It was
very well received”, Loaiza explains. “Just an
hour after they completed their training we
received notice of a counterfeit operation
for Levis and Calvin Klein”. The police raided
a house of illegal aliens and seized over
8,000 jeans and 15,000 labels in total. Both
the IACC and Loaiza are very enthusiastic
about the results they are obtaining and
their plan is to do one training seminar in
Latin America each month. Panama,
Uruguay, Argentina, Paraguay, Colombia,
Mexico and Brazil are some of the upcoming
countries that are lined-up to receive this
valuable training. “Now my dream is a
reality” he ends.
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ATL Security Label Systems

www.atlco.com

ATL, formerly known as Ad Tape & Label
Company, was established in 1951 as a small,
family owned printer in Menomonee Falls, WI.
The company grew by expanding its market and
product line specializing in customized labels for
the industries' largest printers and direct mail
companies.

Twenty years ago, ATL formed a second division
where the focus shifted to servicing the medical
industry by converting foams and tapes into
disposable medical devices. The company
developed a relationship with 3M and became
one of fourteen "3M Medical Preferred
Converters" in the United States. Meeting the
strict quality standards of the medical industry
led to a natural transition into the
pharmaceutical industry in 2001, when ATL
developed an in-line booklet label from 3 to 35
pages.

In 1999, Donald J. Dobert joined ATL, bringing
along his 35 years of progressive experience
developing, implementing, and administrating
Total Quality Control, 1ISO-9000, 1ISO-13485,
Statistical Process Control, and Vendor System
Requirement programs.

Under Don’s supervision and guidance, in 2003,
ATL earned its cGMP certification as a result of
strict compliance to 21 CFR Parts 210, 211 and
820. Don is the current President and Chief
Operating Officer of ATL.

In 2007, a new division, ATL Security Label
Systems, was established. The focus of this
division is on a new line of labels offering
security and anti-counterfeiting features. Our
security labels provide complete supply chain
authentication utilizing special overt and covert
processes to provide you with unique options to
meet multiple desired levels of protection.
These features include holograms, heat
sensitive and infrared inks, unique coding and
serialization, 2D barcodes, hidden messages and
logos, multi-layered materials, color changing
and destructible films. ATL has a signed ten-
year contract with IDGLOBAL Corp, enabling ATL
to incorporate IDGLOBAL's Nano-Molecular
Marking technologies into any of ATL's booklets
and single ply labels.

Lori Campell
The Label Printers

For over a decade The Label Printersas the
source for UL security labels, has been building
and expanding their manufacturing and
knowledge base in holographic products, tamper-
evident products, micro printing, taggants,
embedded codes, void adhesives, color shifting
inks, and overt, covert, and forensic verification.
The company has joined the IACC, investing their
time and resources in a broadening scope of anti-
counterfeiting efforts, assisting companies and
organizations in protecting their brands and
intellectual property.

To learn more about protecting brands and
intellectual property from counterfeiting, with
multi-layered packaging solutions, contact Lori
Campbell, General Manager, at 800.229.9549
(+001.630.897.6970) or anti-
counterfeiting@thelabelprinters.com. Ms.
Campbell has taken a lead role for The Labt
Printersin their anti-counterfeiting efforts. She is
a graduate of Eastern lllinois University, and has
been with the company since 1982. Ms. Campbell
is a member of the Board of Directors of TLMI.
The Label Bntersis a member of IACC, NASPO,
CACP, and the BPCouncil, among others.

About the company:

The Label Printers started in business in 1967,
manufacturing simple label constructions in a
1,000 square foot space, with 1 employee,
serving the local Chicago market.

Today, the company has evolved into one of the
100 largest converters in the United States. Tht
Label Printersowns and operates facilities in
Aurora, lllinois, manufacturing and distributing
labels and packaging products to thousands of
customers in 25 countries around the world. The
company’s products are certified to 1SO 9001
standards, and their quality is backed up by their
99.6% Quality Acceptance Rating.
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Searching & Ordering Federally Reqgistered Trademarks from the U.S. Patent & Tradem

By Andrea Powers, President of Powers & Associates

As a Private Investigative firm specializing in
Intellectual Property Investigations, we find
ourselves constantly educating law
enforcement agencies and prosecutors on
registered trademarks. On many occasions,
we have to provide the law enforcement
agency with copies of the registrations before
they will apply for their search warrant. Most
prosecutors will not prosecute a trademark
case without copies of the trademark
certificates. Often the paperwork is sent back
to law enforcement and the court file is
marked as “pending further investigation”.
This could set your case back 2-3 months for
prosecution.

These are just two examples of why it is
important to know how to research and
obtain registrations. It is because of these
examples that providing registrations to law
enforcement and prosecutors up-front
became a common business practice in my
office. To make things even easier for law
enforcement and the prosecutors, we have
created the attached instructions for their
own use. We trust you too will find it helpful.

U.S. Patent & Trademark Office Web-site
Instructions

Web: Www.uspto.gov
For All Trademark Research:

Trademark Research by Registration
Number:

1) Select the “Trademark” Field on left
side of web page
2) Select #3 “Search TM Database”

Mixinglt Up

3) Inthe middle of the page find the
area “Select the Search Form”

4) Go to Structured Form Search

5)  Fill in the Search Term Field with the
Registration number of the
Trademark example: 1,182,757. Hit
Enter

6) The resultis a listing showing all
registered items with that particular
number.

7)  You must make sure it is the correct
trademark symbol by selecting each
line and reviewing the information.
Select only the Correct Class and Live
Class for each line item.

8) To print a copy of the Trademark
registration after selecting the
correct item select the print
command from the File option top
bar field.

9) To research another hit the go back
arrow and follow the above steps

Trademark Research by Trademark
Name:

1) To search without a registration
number, by Trademark Name, follow
the following steps.

2) Atthe “Select the Search Form” (step
3 above) select “New User Form
Search (Basic)”.

3) Under Search Term put the name of
the Trademark, Ex: Gucci

4)  The result will be a listing of all the
possible Trademark registrations.

5) Find the Registration number that
pertains to the research by making
sure it is the correct trademark

symbol, correct class and live class.

6) Once identified select the
registration number and print as
outlined in step 8 above.

Tip for viewing the Trademark Certificates

Once you have entered the appropriate
T/M number or T/M name and get the
list of T/M certificate numbers you can
view them as images:

Select “image list” blue box to the right
hand side of your screen. The view is
great and it also lists the T/M Cert
number. Click on the Cert number to
view the detail and print a copy.

To Retrieve PDF Files of Trademark
Certificates for email Purposes

1) Select the “Trademark” field on the
left side of web page

2) Select #19 “Search TM Database”

3) Enter up to 25 US Registration
Numbers separated by a space or a
semicolon

4) Select “Download and Save as PDF
File” (or alternatively “Print to my
Printer”)

5) Name the download and save it to
your computer hard drive or
desktop. You can select this file as
an attachment from any type of
email program.

Mixing and rotating overt, covert, and forensic technologies can thwart counterfeiters
By Donald Dobert, President & Chief Operating Officer of ATL

It has been said dozens of times already: there is no silver bullet against counterfeiters and diverters. You've got to layer, layer, and layer some more.
Just what exactly does layering mean? What layer comes first, what layers need constant updates, and what layers stay put? Who decides when and

where to layer, when to update the layers, and when do you need to inform FDA?

A “mix and rotate” approach brings multiple technologies together in one package. To “mix and rotate” can be compared to software updates. As

computer hackers invent new “bugs,” software companies develop new “anti-bugs.” Every time you as a brand owner produce your product, you can
“mix and rotate” the following security features:

e Tamper-evident breakaway closures.
¢ Invisible, hidden markers.

¢ Anti-counterfeiting holograms.

e Color-shifting inks.

e Tamper-evident unit closure.


http://www.uspto.gov/

GET REAL

* Mass-serialization.

e Two-dimensional bar codes.

¢ RFID chips.

 Void security closures or destructible tapes.

e Triple-ply: Three-tier overt or covert levels of anti-counterfeiting

For example, tamper-evident substrates can employ destructible, paper-based face stock or nonreproducible covert security fibers. Distribution can
be limited to approved secure suppliers for a secure chain of custody. Tamper-evident substrates can make label removal impossible without visible
damage. Such features effectively deter remarking and help ensure product authenticity. They also provide simple in-field authentication.

In addition, color-shifting inks and other covert features can be public signals of authenticity. Invisible forensic markers alone can be used to detect
whether a product has been repackaged or relabeled. Such forensic markers may be used in the varnish on the package as well as customized or
serialized codes and holograms.

Combining these technologies, the hologram would be an overt feature, the forensic marker would be a covert one, and the code could be either
overt or covert, depending on what you are doing with it. Special codes can be purchased or created that pertain to only one product, which tells the
manufacturer where it was made, how it was distributed and on what days. While there are codes that are very obvious and basically list
manufacture date and product code, there is a wide range of options in customized codes.

A Ubiquitous Example
Modern U.S. currency has changed many times over the past few years. With the exception of the one-dollar bill, all of these notes are obsolete. This
is because the U.S. government “mixes and rotates” (M&R) its overt and covert techniques to stay one step ahead of the counterfeiters.

Overt and covert M&R anti-counterfeiting measures include fine detail with raised intaglio printing on bills. This allows nonexperts to easily spot
forgeries. As a side note, on coins, milled or reeded (marked with parallel grooves) edges are used to show that none of the valuable metal has been
scraped off. This detects the shaving or clipping (paring off) of the rim of the coin. However, this does not detect sweating, or shaking coins in a bag
and collecting the resulting dust. Since this technique removes a smaller amount, it is primarily used on the most valuable coins, such as gold.

For paper bills, in the late twentieth century, advances in computer and photocopy technology made it possible for people without sophisticated
training to easily copy currency. To combat this, national engraving bureaus began to include new (more sophisticated) anti-counterfeiting systems
such as holograms, multicolored bills, and embedded devices such as strips, microprinting, and inks whose colors change depending on the angle of
the light. New technology also includes the use of design features such as the “Eurion Constellation,” which disables modern photocopiers.

Detecting counterfeit bills often isn’t easy to do by eye. One bogus $100 bill believed to have been made in North Korea, for instance, would be nearly
impossible for a novice to identify as a fake. It has the security strip on the left side of the bill and a watermark of Ben Franklin (whose portrait is on
the bill) on the right-hand side, as well as replicating other security features. However, its paper contains no starch and doesn’t reflect ultraviolet
light, which is one sign of a counterfeit.

There is now a scanner that searches for missing covert features in bogus “Super Dollars.” The device looks at several aspects of the bill to confirm its
legitimacy. U.S. paper money is printed with magnetic ink, but that’s also used for many fraudulent bills. On real bills, the ink is distributed in a
consistent pattern whose magnetic resonance can be mapped. The magnetic map is stored in the scanner, as well as three other maps containing
ultraviolet, infrared, and other measurements taken from legitimate bills. Scanning a bill takes less than one second. If there’s any spike or anomaly in
any of the threads of data, the scanner rejects the dollar.

SUPER LABELS=SUPER DOLLARS

What | have just described is a “layered” approach in anti-counterfeiting. You may not be the government fighting “super dollars,” but then again, you
are fighting to protect your brand from counterfeiters. The money a brand owner saves in brand protection and litigation should be considered as
“super dollars” to the brand owner. In the process (of saving money), the brand owner will be protecting the public, and he can advertise as such.

PUTTING IT INTO PRACTICE

Here’s how forensic authentication works in a M&R layered approach:

¢ A unique digital code, “ATL 12-IDGJ”, is set-up for a brand.

e A digital code is incorporated into the label through multiple-entry points (inks, varnishes, adhesives).
e The digital code is also incorporated into (or linked to) the pedigree documentation.

¢ A scanner will indicate that “ATL 12-IDGJ” is the established digital code, allowing traceability.

Such uniqueness cannot be duplicated because the invisible, non-degradable forensic digital code is virtually impossible for the counterfeiters to
duplicate. It only takes a second to authenticate a product anywhere in the world. Today, FDA does not need to know what type of anti-counterfeiting



measures you are taking. In fact, to protect themselves, brand owners should limit such details to a certain number of trained individuals who are
monitoring what features are being used and for how long.

Most important in the anti-counterfeiting arsenal is the brand owner’s mindset. Nothing changes until this does. Counterfeiters have the mindset that
they can break the laws, provide fake or diluted products, and they do not care if they place the public in harm’s way. We (you and I) have to assume
the mindset that says to the counterfeiter, “No, you can’t copy my products.”

Recap of | ACCO0s Annual Spring Confer

The IACC’s annual spring conference was held at the Grand Hyatt Hotel in Seattle, Washington on May 13-15, 2009. The Conference was a grand slam
with close to 300 intellectual property professionals from around the world in attendance, including rights holders, attorneys, private investigators
and technology suppliers.

Some highlights from the conference include an Anti-Counterfeiting 101 session, which was an intro class designed to welcome brand holders who
were just getting started, a new member briefing, designed to welcome our new members to the IACC and answer any questions they may have
about our organization and how it works, an update on IACC activities and initiatives given by IACC President Bob Barchiesi, an Internet Piracy session,
Industry breakout sessions, and a session devoted to learning about IP protection in Latin America, to name a few of the many insightful sessions held
at the spring conference.

The Conference co-chairs included Bonnie MacNaughton from Microsoft, John Cotter from Osler, Hoskin & Harcourt LLP, and Terri Mock from Opsec
Security, Inc. Conference sponsors included IACC Members MarkMonitor, Gibney, Anthony, & Flaherty LLP, Kroll, and OpSec Security, Inc.

The IACC would like to thank everyone who attended the Spring Conference in Seattle for their insight and support, and looks forward to seeing you
at the upcoming fall conference in Atlanta, Georgia this October!

Welcome New IACC Members!

The IACC would like to welcome the following members to the IACC. The below list of new members have joined

since the start of 2009.

Brand Owners

DTS, Inc.

Fox Entertainment Group
Fox Head, Inc.

New Era Cap Company, Inc.
Research In Motion

Sony Electronics

WMS Gaming, Inc.

Law Firms

Al Shaali & Company Advocats & Legal Consultants
Cervieri Monsuarez & Associates

Finnegan, Henderson, Farabow, Garrett & Dunner, LLP
Harris Beach PLLC

Olshan Grundman Frome Rosenzweig & Wolosky LLP
Sideman & Bancroft LLP

Associations/Government Agencies
Beaverton Police Department

Product Security Firms
ATL Security Label Systems
Envisional

The Label Printers

Investigative Agencies
Advanced Investigative Services
Bezpeka-Service Ukraine
Edward R. Kirby & Associates
Hi-Hope Consulting, Inc.
Intellectual Property Associates, Inc.
Internet Crimes Group, Inc.
Investigations Services Company
Jim Duff Investigations LLC
Junction IP Consulting Company
Powers & Associates

Prudence Investigations
Southeastern Investigations
Stumar Investigations

Woodside Investigative Services




GET REAL

REGISTER TODAY FGR MIDUAL FALL CONFERENCE HELD IN ATLANTA, G/

Don't forget to register for the International AntiCounterfeiting Coalition’s Annual Fall Conference held in Atlanta, Georgia.
The conference will be held October 14-16, 2009 and is a must-attend! The Early Bird Special Registration Rate will end September
18th, 2009, so register today!

You can check out the Agenda Here!
Register to attend the conference Here!

And don't forget to reserve your hotel room at the Westin Buckhead Atlanta -- rooms are filling up quickly for this event! Reserve your
room Now and get our reduced room rate of only $209.00 a night!

If you have any questions or concerns, Please contact Meghan George at meghang®@iacc.org or by calling 202-223-6667.
We look forward to seeing you in Atlanta!

The Internatio

Thank you

1730 M ST NW Suite 102
Washington, DC 20036

P: 202223-6667 for your

F: 202223-6668

meghang@iacc.org
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Disclaimers:

The information provided in this newsletter is to be used only to update and educate readers on current IP issues. All the information contained in this newsletter is published in
good faith and for general information purposes only. The IACC does not make any warranties about the completeness, reliability and accuracy of this information. The
information contained in this newsletter is provided by the authors of the information and constitutes their opinions and ideas. The IACC does not endorse or guarantee any
information, products, services or merchandise discussed in this newsletter.
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